Council tor Technieal Education and Vocational Training
Office of the Controller of Examinations
Sanothimi, Bhaktapur
Regular/Back Exam — 2082 Shrawan/Bhadra

Program:  Diploma in Computer Engincering Full Marks: 80

Year/Part: 111/11(2022) © At ] un Pass Marks: 32

Subject: Information Security Time: 3 hrs.
Candidates are required to give their answers in their own words as far us practicable. The
figures in the margin indicate full marks. N

‘ :
Attempt any EIGHT Questions. ‘-.‘www.ar]unOO.com.np

1. a. Whatis information security? Explain different security  (1+5)
mechanism in information security.

b. Differentiate between symmetric and asymmetric (4)
cryptography.
2. Explain the 1mplementat10n of Advance Encryptlon Standard (10)
(AES). ‘
3. a. Explain convent(onal subsututlon am.i Uansposntnon (5)
cipher. 7 I
b. Write about autheHﬁth and dlgltal signature. (5)

4. What is apphcatton secunty? Descnbe mobtle application (2+4+4)
security and cloud security: '

5. Define program security. Explain the concept of salani attack  (4+6)
and how it can be prevented.

6. What is an intrusion detection system? Explain. How does it ~ (5+5)
differ from intrusion protection system?

7. a. Whatis firewall? Explain e-mail security. (2+3)
b. Discuss the importance of database security. (5)
8. Explain legal, privacy and ethical issues in computer security. (10)
9. Write short notes on: (any TWO) (5+5)
a) Security planning b) Multi level security
c) Steganography d) Man-in-the-middle attack

Good Luck !
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l. Define 'vulnerability' and 'attack' in information security. [3+7]
Explain different security mechanisms in information security.

2. What is cryptography? Explain conventional substitution and [2+8]
transposition cipher. .
3. Differentiate ,..betwee s iC.....and _‘ ymmetnc [2+8]

cryptography
Encryption Sta;

4. Define the terr xplain [8+2]
the working ¢

5. What is ar mobile application [2+8]
security and

6. What do.y« : il plete m ( borate on [3+7]
your understandin rapdoors and covert channcls in the

7. Define network secunty Descnbe the mtrusxon detection [2+8]
system and its types. | |

8. What do you mean by database secunty" Explam the rights of  [10]

employees and employers in the context of security
administration.

9. Write short notes on: (any TWO) [2x5]
a. Software failure
b. Multilevel database
¢. Honeypots
d. Intrusion Protection System (IPS)

Good Luck !
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